
Inside every Company there are millions of electronic events that they must be handled in order to manage potential risks and threats.

Every internal and external company resource (a 
person, an hardware device, a software applica-
tion) can represent a source of risk or criticality;

The activity of those resources generates, on dif-
ferent systems, information that must be managed, 
stored and correlated with the objective of “create 
knowledge”, that it must be used as support for 
making decisions in case of specific events occur.

SIEM platform aren’t able to discover new statisti-
cal relationship between critical events.

CritiCalities _________________
•	Correlate	events	and	identify	complex	
events
Identify those cases that analyzed “one by one”, 
they have a low risk possibility, but if they oc-
cur contextually, they could represent high risk 
situations.

•	Define	priorities
The rules for managing criticalities may change 
depending on the alert conditions, by the defi-
nition of new policies, etc. That’s why the level 
of attention with respect to some events may 
change along the time.

•	Criticality	Management
The right management of criticality depends in a 
very strict way on the experience of the operator.

•	Identify	the	best	practices
Analyze the effectiveness of the developed ac-
tions, learning from the past and share the best 
practices with the rest of the Organization.
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The principle: a structured methodological approach
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The solution
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•	Real	time
•	Dynamic
•	Complete

•	Integrate
•	Modular
•	Based	on	COTS	

the benefits _________________
•	Qualitative

 – Homogenization of the effectiveness of the 
decisions

 – Flexibility
 – Best practice as a company patrimony
 – Better visibility and efficiency for SIEM solu-
tions

•	Quantitative
 – Reduction of the time/costs management
 – Resources optimization



how it works: the sequenCe __________________________________________________________________

why it is important… ______________________
The	most	important	characteristics	of	this	solution	are:

1. It is very important to manage in a unified and homogeneous way 
the different systems (hardware and software) that they could 
generate alerts/critical events within the company.

This allows to manage procedures/mechanisms that are not only 
based on specifics alerts depending on the system to monitor.

2. The “knowledge” needed to answer to the different alerts/critical 
events is moved to an “expert system”, that it would be able to 
learn by the feedbacks received on the executed actions.

This allows to provide a very qualified service, also when the 
operators do not own high level of competencies.

3. SIEM solutions aren’t able to automatically generate new correla-
tion rules.

This solutions allow analysts to discover new statistical rela-
tionships between correlated events.

to whom it is important… ___________________
The	proposed	solution	 is	specifically	 important	 for	 those	com-
panies	where:

• they need to control very strictly the “health” of their (many)
• hardware/software systems;
• they don’t want to use necessary high qualified resources in order 

to answer to every alert/critical event generated by the different 
systems;

• it is extremely difficult to describe through simple procedures, man-
aged by resources not highly qualified, the necessary troubleshoot 
in order to answer to the alert/critical event messages;

• the definition of the “best actions”, that are consulted when an alert/
critical event occurs, evolves along the time depending on different 
matters.

what really makes it Different from the others… _________________________________________________
Normally the other solutions are based on “Decision Tree”, whose schema related to resolution/management remains static along the time.
The	IPDSS	application,	taking	advantage	on	a	Real	Time	Decisioning	component:

• associates to an “expert system” an easy-to-use web-based graphical user interface, that do not require specific knowledge for the opera-
tors, neither competences in troubleshooting;

• uses self-learning mechanisms in order to enforce and extend own “knowledge data base”;
• takes advantage on the Internet powerfulness for communicating and monitoring the “health status” of the under control systems;
• improve efficiency and visibility of SIEM platforms suggesting new correlation rules.
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