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ISMS

o Rl Objectives

e Analyze the State-of-the-Art of Cloud
Security in Spanish-speaking countries.

o Identify the impact of Cloud Security on
Business

o Strenghts and Weaknesses of Cloud Services
e Customer Satisfaction on Cloud deployments

e Map the Evolution of the previous aspects over
the last 12 months
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ISMS Cloud Users
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Cloud Services

New Top Service

Storage
Still Top Service

Other Services

Still less relevant

Usage

Cloud services contracted

38% 38%  34% 25% o

ERM /  Business Office SW Others
I CRM SW

M2013 ®2014
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ISNMS Security
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Expectations

( No relevant changes since 2013
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ISMNMS CSP’s Technical

Forum Spain

Sec. Requirements

Relevance to Customer's choice of CSP 2013 m2014 mDelta
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Requirements.
Users vs. Non-Users
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ISNMS User’s Satisfaction
on Expectations

Forum Spain

m2013 m2014 wDelta

0;59

0,00

- -0,50

- -1,00

- -1,50

www.ismsforum.es



ISNMS EXxpectations &

Forum Spain

Achievement

Expectations Vs. Achievements Cloud Users
s 4,66 more satisfied
4,32 4,22 \ )
Still
below concerns
~ y,
Satisfaction Concerns Requirements Still
22013 52014 below requirements
\ J
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ISMS Cloud Models
Usage (i)

73% Cloud Models 2014 2013

e
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[ 35% use 1+ XaaS 1
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2, 1SMS Cloud Models
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Usage (ii)
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[ Private Cloud goes Hybrid or Community ‘
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Incidents

Change of SEVERITY of Incidents at Cloud

Change of FRECUENCY of Incidents at Cloud
43%

m2014 41%
®2014

HIGHER Isimilar ILOWER dont occur IDK/NC

l HIGHER similar
—t
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L Cloud means slightly less incidents and less severe J
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& 12MS KEY Findings

e N A e N D
(4) 2014 shows more cloud users (+9%) (9) Cloud Users ar2e0r1nd?re satisfied on
N AN J - J\ y
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(5) Mail & storage are most demanded (1 0) But satisfaction level are still below
services concerns and requirements levels
N AN J . J\ y
e aYa ™ e N, R
No relevant changes on Security -
(6) Expectations (11 ) SaaS is most demanded.
N AN J I\ AN J
( ) Cloud users most concernedon | g 0 A
(7) “Disaster Recovery”, “Security (1 1 ) 35% use more than one XaaS
L L Controls”, “locked-in” & “Compliance y L L )
( (" Cloud non users give more importance ) ( 0 Private Cloud qgoes Hvbrid or )
(8) to GCSPs country and CSP availability, (1 2) Comn%unity y
L L integrity and compliance y L L )
s N/ A
(1 3) Cloud brings slightly less incidents and
less severe
N AN /
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Summary

Cloud is seen as a Valuable solution

Whose Pros outweigh the Cons

Cloud Users

@ Have high expectations on Cloud Services

) Evaluate carefully Security Features from CSPs

@ | Identify security services from CSPs have improved

AN
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